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A Practical Approach of Central Monitoring 
Management System that Ensure Mask Wear to 
Prevent the Spread of COVID-19 in Bangladesh

Shaznin Sultana α, Raisa Tahsin Taspia σ, Sadia Afreen ρ, Nafiz Al Asad Ѡ & Rashed Mazumder ¥

Abstract- The infectious spread of corona-virus disease 
(COVID-19) has been prevailing in more than two hundred 
countries and causing millions of deaths worldwide. The 
pandemic has wreaked havoc in all sectors of life. Since 
COVID-19, the most common and effective preventive 
measure to control the transmission has been to wear face 
masks. With the decline of infectious virus cases in most 
countries due to vehement vaccination programs, people are 
now reluctant to wear masks. However, the recent variants of 
the virus, such as Delta, Omicron, etc., have proven to be 
resistant to a degree against vaccines. So, there is no 
alternative to wearing masks to protect ourselves and those 
around us. The proposed work in this paper implements a full-
proof automated system to detect whether a person has worn 
a mask and warns the person if he has not. The proposed 
method works in several parts: monitoring to detect persons 
without masks using a close circuit camera, evaluating 
whether they are wearing a mask using a machine learning
algorithm, capturing their pictures, then comparing with the 
NID database in a secure way. Finally, the persons without 
masks are notified via email. As the data fetched from the NID 
database is a piece of private and sensitive information, we 
have proposed a cryptographic solution of authenticating 
message or tag generation to assure the validity of the data 
sent by a valid sender. Therefore, a fully automated and 
secured system is proposed that is suitable for densely 
populated countries like Bangladesh where real-time 
monitoring is unachievable. The mentioned system is an 
efficient working implementation of a paradigm proposal 
published very recently. 1

I. Introduction

Keywords: facemask, COVID-19, consciousness, public 
health, MAC, hash.

OVID-19 is a highly infectious disease with an 
extreme morbidity rate. The key reasons behind 
the recent drop in infection rates is public health 

awareness by wearing masks, social distancing, country 
lockdown, travel bans, etc. However, it is impossible for 
a country with limited resources such as Bangladesh to 
carry on with extreme preventive measures. Hence, it is 
strongly recommended to wear masks as it is the 
easiest and the most effective safety measure for 

Author α σ ρ Ѡ: ICT, Bangladesh University of Professionals, Dhaka, 
Bangladesh. e-mail: shaznin1916@gmail.com
Author ¥: Jahangirnagar University, Savar, Dhaka, Bangladesh.

                                                          
1 The preliminary version of this work has been published into ETSN,
SCRIP [17]

stopping the spread of the virus. Face masks could be
effectively used as a preventive measure in a COVID-19
pandemic [1]. Vaccination percentages have risen; 
however various strains of the COVID virus continue to 
spread the disease since people became careless and 
believed that vaccination might be the only means of 
protecting themselves [2]. Simultaneously, we must take 
action to reduce transmission while expanding 
vaccination coverage. It is accomplished with simple 
instructions, such as using a well-fitted mask. Right now, 
the most critical issue is to make sure you do not even 
get vulnerable to infection. In the proposed system, the 
person detected without a mask must be notified, which 
is done securely. The captured photo of the person is 
sent to the NID database to compare, and the personal 
information of the said person must be sent back to the 
system in an authentic way. Consequently, the 
proposed method generates message authentication 
codes to encrypt the user’s data and verify the data 
altercation by a virus or a third party. After proper 
verification, the system notifies the person via email and 
warns about the further actions to take if they continue 
to be unwilling to wear masks. Thus, the study proves to 
be a protected system that ensures the wearing of 
masks by the public as a safety measure against the 
COVID-19 pandemic.

a) Problem Statement
With the frequent detection of more infectious 

COVID-19 variants, it is vital to wear masks for 
minimizing COVID-19 expansion effectively. However, 
citizens are not sufficiently conscious of the risks, and 
are reluctant to wear masks. Therefore, this research 
implements a system that ascertains citizens wearing 
masks by detecting mask-free individuals. It also warns 
them, followed by penalization if necessary. The system 
uses authenticated encryption or tag creation approach, 
thus making the system exceptionally secured.

b) Rationale of the study
Like the entire world, Bangladesh was able to 

control corona-virus outbreaks with maintaining 
lockdowns, medications, and public awareness 
campaigns. The arrival of the Covid-19 epidemic has 
inflicted a massive blow on Bangladesh's economy. But 
lockdown, vaccine activities are not a permanent 
solution to prevent covid-19.
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While vaccination can be a viable solution, in 
this scenario, public perception makes it insufficient. The 
public's dissatisfaction stems mostly from vaccination 
side effects, limited efficacy, and unavailability. On the 
other hand, a prolonged lockdown would be the prudent 
choice for most governments in these increasingly dire 
conditions. Because of the lengthy country-wide 
lockdown, the global economic crisis, and the resulting 
disruption of demand and supply chains, the economy 
is likely to experience a prolonged slowdown in recent 
months. Moreover, people of Bangladesh are not 
conscious enough about wearing facemasks. Results 
from unbiased research involving a large number of 
participants in various Bangladeshi locations show that 
wearing masks can prevent the spread of Covid-19. 
Despite the dismal outcome, the studies demonstrate 
how important face masks are. Face masks have been 
shown to drastically prevent severe infections in the 
older population [3]. Other than that, MAC is used to 
authenticate NID data in this system. The usage of hash 
functions and symmetric encryption is widespread.

c) Research objectives
The study's main goal is to raise public 

awareness of COVID-19 outbreaks in order to reduce 
outbreaks. As a result, the system's primary goal is to 
send warnings and fines to the non-mask bearing 
persons or maintain enough awareness. As vaccination 
can not provide entire protection. Our primary objective 
is to slow the alarming progression of COVID cases. 
However, this technologies might also be used to track 
and act in other areas. NID data is used to identify 
individuals and must be kept safe since it contains 
sensitive information. For authentication, we used MAC, 
an established way for secure communication. The 
objective is to maintain NID data security and no 
erroneous identification during the system application 
procedure. The motive is to design a system that will be 
suitable for Bangladesh and other overcrowded 
countries.

• Limiting the COVID dispersion
• Those who do not use masks are being tracked 

down and penalized to increase awareness.
• The use of MAC ensures that no personally 

identifiable information is accessed or manipulated, 
and that authentication and consent are maintained.

II. Background

This section provides a detailed discussion of 
related works on COVID-19 dissemination, mask 
ensuring works were previously done, NID security and 
MAC in security.

This paper presents an analysis of the current 
COVID-19 condition in Bangladesh, as well as some 
recommendations on how the government could 
address the crisis. Considering its economic position, 

Bangladesh is fighting the disease's spread. Almost all 
country has embraced nontherapeutic methods, but 
there is a continuous discussion about whether they 
have been adequately understood and applied. 
Bangladesh being a low-middle-income country, is 
subjected to several regulations aiming at minimizing 
the virus's spreading. This research focused solely on 
the medical situation in Bangladesh and the constraints 
in preventing the development of COVID [17]. It 
depicted the entire COVID condition in Bangladesh, as 
well as the irresponsibility of people who were not 
wearing masks. While maintaining the lockdown at all 
costs with increasingly stringent maintenance, the 
country is confronted with severe problems. As a result, 
a new viable approach may be able to reduce the rising 
COVID problem. Considering the circumstances in 
Bangladesh, no other model was presented [3].

COVID-19 and other respiratory problems have 
been studied in the past using a model. In this 
approach, behaviors like wearing masks and being 
alone may be measured and interpreted. This model 
demonstrated a number of things, including how 
transmission risk and the distance between two linked 
up people [6]. 

Their research indicates that broad public 
usage of face masks could be highly beneficial in 
reducing communal dissemination and crisis impact. 
Face masks are estimated to have the most community-
wide advantages if used in association with non-
pharmaceutical techniques and when adoption is 
almost uniform, and concordance is strong [7].

In the previous study on NID concerns, the 
publication "Security Concerns with National ID Cards" 
introduced three major components of NID. The pros 
and limitations of a National ID card were covered in the 
first section, followed by a discussion of its security 
features and finally a look at prospective threats and 
their impacts. The threats are detailed in the security 
analysis section. Many modern technologies, such as ID 
cards, have faults that need to be considered. Man-in-
the-middle attacks, skimming assaults, and authorized
personnel have abused the system are all examples of 
data falsification. Most of the confidential information is 
disclosed unintentionally - and occasionally intentionally 
- by the general populace which demonstrates the 
importance of NID data protection. The purpose of this 
study is to examine the defining characteristics of 
national ID cards, the security characteristics of resident 
ID cards, potential risks, and access controls [5].

Entities from across the world are attempting to 
grow the maximum cyber security mechanism. The 
information they convey is usually highly secretive which 
can be misused. Today, information security is 
becoming highly significant. To verify the validity of 
messages, the MAC technique uses a symmetric key 
cryptography strategy. The MAC approach uses a 
symmetric key cryptography strategy to check message 
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correctness. To keep the MAC process running, the 
sender and receiver exchange a symmetric key K. A 
message authentication code (MAC) is a cryptographic 
checksum created on the core message and sent with it 
to ensure message legitimacy. [4]. Message 
authentication and integrity are included in the security 
characteristics of message transmission. Examples of 
practical MAC applications include the Internet of 
Things, where GSM is used for networking, smart 
meters, and health parameter tracking.

III. Theoretical Framework

The implementation of this work is intended for 
major road crossings [17]. The system's data is 
arranged into two tables. These are referred to as the 
Local Server and the NID Server. Even though the 
system is based on real-time data, the data on the 
servers is drawn from practical scenarios. The initial 
function of this system to identify those who are not 
wearing a mask. The live camera will be looking over 
everyone's face while they travel along the road. The 
camera is deliberately placed at a major junction. 
Individuals without masks will be identified and captured 
using image processing algorithms. Following that, the 
image is compared to pictures stored on our local 
server database to determine personal information of 
the person. This storage is for the purpose of not 
accessing the NID server more than once for the same 
person. So, for instance, suppose that the image does 
not correspond to anyone in the database. The info is 
sent to the national identity card server, which keeps 
track of sensitive personal data for all NID users. 
Obtained image is compared to the images stored on 
this server. Name, NID number, and some details of that 
person are transmitted to the local server which is 
promptly identified.

A symmetric approach is selected to provide 
secure communication. The whirlpool method is used in 
this system to ensure that personal details such as NID 
numbers, names, contacts, and mailing addresses is 
not altered with. After that, it will engender an 
authentication code for the message. When this MAC 
identifier is combined with the personal information to be 
communicated, it is delivered to the sender's side, which 
is our own local server. On the receiving end, the MAC is 
evaluated to ensure that the data is genuine and 
allowed. A tag is computed when the information is sent 
into the tag generation algorithm. Those who possess 
the secret key are the only ones who can authenticate 
the tag. The Diffie-Hellman Key Exchange protocol is 
required for generating this shared secret key. The 
information received is removed if the tag is not valid; if 
the tag is legitimate, Personal information is stored on a 
local server for onward purpose. If an attacker attempts 
to fake personal information, it will be impossible and 
will be identified because of the security measures in 

place. Following the tag validation, the email address 
associated with the tag will receive a warning message.
For getting caught more than twice, he will receive an 
email containing a penalty alert. People are charged in 
this manner. Because of this, they are more 
conscientious about wearing masks, which is precisely 
what this approach is designed to do. In addition, the 
flow diagram of the suggested system is depicted in 
Figure 2.1: [17]
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Fig. 2.1: A flow diagram depicting the proposed system's workflow [17]

IV. Research Methodology

This chapter covers the several approaches 
utilized in the procedure, data collection, and analysis 
pertinent to the work. It will incorporate the work 
sequence, research design, frameworks, data gathering, 
and security management.

The system implementation has been 
conducted in a series of steps. A general model 
diagram depicts the system implementation design 
(figure 2.2) [17].
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Fig. 2.2: General structure of the system [17]

This section depicts the critical components of 
a progressive approach. The tasks are conducted via 
three modules which are described below in detail.

The first step is to capture the individuals 
without a mask on their faces. To send a notice 
statement, the photo is matched to its local server for 
personal details. For subsequent interaction with NID 
server, a socket connection is made if the image could 
not be resembled. The person’s data is collected by the 
local server. When they find the necessary details, these 
are securely sent to the local server using the MAC 
(Message Authentication Code) and NID details. The 
MAC is checked at the system's local server on the 
receiver section. As an outcome, the local server sends 
an email notification to the guilty.

1) Face Mask Detection
The main functionalities of this module are:

• To recognize individuals who might not be wearing 
a mask.

• Take a photo of the individual's face.

Using Python, Keras, and OpenCV, a code for 
face mask identification is constructed within this 
module. The mask scanner algorithm is being designed 
to assess whether or not someone is putting a mask. 
Face detection is intended to evaluate whether any 
faces are viewable in a photograph or film footage. Face 
detection finds a face in an image. A face detector 
locates any uncovered individual recognized by the 
system, subsequently detected by a facemask 
recognizer. A face, mask, and other ratios are 
recognized by this module. Keras is a deep learning 

framework with a high-level interface [9]. When there are 
multiple faces, a bounded rectangle surrounds each 
oneso we know where they are. Captured face image is 
sent to the server to find out the person’s identity.
2) Local Server
The main functionalities of the local server are:

• Comparing the image collected with those in the 
directory.

• If information isn't available in this database, contact 
the national id server.

• That person receives a warning notice.
• To validate the message authentication code, 

construct a shared private key.

Local server is a database containing names, 
national identity card (NID) numbers, NID images, E-
mail addresses of those who have been found guilty of 
not using masks in the past. The dataset is prepared 
with XAMP for trial objectives. As soon as the person 
with no mask is detected and captured through the CC 
camera, it is matched with the database whether it is 
already there which is finding out if the person has been 
caught before. If not, the image is transmitted to the NID 
server for more information. Socket programming is 
used to make a link here between NID server and the 
local server and to convey warning mails. The tag is 
confirmed after the NID feedback is gathered. The 
verification algorithm will be applied to the received 
message to get its corresponding tag and compared to 
the received tag. The authenticity of the communication 
is ensured by matching the tags. If not, the data will be 
erased.
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3) NID Server
The main functionalities of the NID server are:

• The requested records are securely delivered in 
response to a request from the local server.

• Compute shared secret key for tag generation.
• Addition to creating a message authentication code 

and concatenate it to the message to be delivered.

The NID server in this case is a dummy dataset 
built with XAMP and fifty data records for demonstration 
reasons, which holds all of the personally identifiable 
information of national ID holders in the country. A 
connection is established with the local server for 
requesting the details of the person in the captured 
image. It then analyzes the two images and looks for 
information. As soon as the person is found, their NID 
number, name, and email address are sent to the local 
server. A message authentication code (MAC) is 
generated and appended to the encrypted message to 
be sent.

V. Result Discussion

The purpose of this chapter is to present an 
observation of the experimental data obtained using the 
constructed model. This portion also discusses the 
outcome of each phase and the method that we 
employed in our model.

The shared secret key is calculated at first using 
the Diffie Hellman Key Exchange protocol. This system 
utilizes Diffie-Hellman Key Exchange to distribute a 
shared secret key producing the private keys of both the 
source and the destination. The Whirlpool algorithm is 
used to encrypt the message and construct the tag. 
Whirlpool is a block cipher that encrypts data with 512-
bit blocks and a 512-bit key. Tags are generated using 

this shared secret key. The message is attached with 
the Message Authentication Code (MAC) and sent to the 
local server from the NID server. We used a socket 
connection between the NID server and the local server 
for requesting and transmission of data. Socket 
programming is used to establish a connection between 
two network nodes. The link is connected on both ends 
[13]. The first steps in socket programming are to import 
the socket library and create a simple socket. Both 
endpoints of the link are connected. Warning messages 
at the last step are also sent via socket programming 
[14]. The receiver side, which indicates the local server, 
follows the same approach. The same implementation is 
used to generate the MAC compared to the MAC 
obtained from the sender-NID server. As soon as the 
authentication is completed, the local server verifies the 
message’s authenticity and saves it in the database for 
later alerting notifications.

The purpose of using MAC is validation of data 
transmission. A MAC is a hash function that utilizes a
secret key as well as the data as input, and the security 
protection constraint is that estimating the tag value of 
the data without the key should be operationally 
challenging [10]. The MAC estimations yield an error in 
the data if the original message is altered throughout 
transmission. Message authentication and message 
integrity are offered as security facilities for 
communication processes [11]. The tag formation 
mechanism employed in this system is derived from the 
PGV compression function [12].

a) No mask detection
When someone approaches the machine 

without wearing a mask, the machine identifies this and 
snaps a photo of them.

Fig. 3.1: No mask detected
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b) Local Server
A picture that is taken at the start will be 

compared to the one that is already on its own server. If 
the picture is found in the database, it email to the 

person's email address warning them about the picture 
and what to do. If the image cannot be found on the 
local server, then the image will be sent to the NID 
Server for more information about what it is.

Fig. 3.2: Local server

Using socket programming, the NID server connects to the local server.

c) Socket Successfully Establish

Fig. 3.3: Connection setup

Fig. 3.4: Socket establishment

d) NID Server to Compare Detected Image
Image captures are forwarded to NID if they 

cannot be found local server. After comparing the NID 

image to the captured image, the next step is to 
proceed to the next step.

Fig. 3.5: Matched with NID server
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The NID server's data is extremely private and 
crucial. During the system application process, the 
purpose is to keep NID data secure. A MAC is produced 
to send the NID data securely to the local server. It is 

important to have a common shared key when creating 
a MAC. Using the Diffie-Hellman key exchange method, 
a shared key is created.

Fig. 3.6: Key generated using Diffie-Hellman algorithm

The NID server will send this concatenated information to the local server using the key and whirlpool 
encrypted message.

Fig. 3.7: Demo NID server
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Fig. 3.8: Sender will send this concatenate message

After accepting this concatenated message, the receiver will first distinguish between the message and its 
mac value.

Fig. 3.9: Differentiate message & MAC value

Additionally, when a message is received, the 
receiver generates a MAC value. The message of 

information is validated if the generated MAC and the 
received MAC are the same.

Fig. 3.10: Message is authenticated

Following the transmission of authenticated 
information from the NID server, a warning message will 
be sent to the individual's email account. It will initially 
display a prudence notice. If the person makes the 
same mistake a second time, a penalty will be sent to 
that person's registered mail.
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Fig. 3.11: Warning message sent to the specific mail address

VI. Proposed System Security Discussion

Security analysis is the process of examining 
and evaluating a wide range of factors that can impact 
the overall security of a system. A system intruder or an 
unauthorized individual will not be able to access any of 
the system's components or data until and unless the 
task is completed. In other words, the system will be 
wholly protected from any acts that could be particularly 
disastrous. The tag is the primary provider of protection. 
The whirlpool algorithm is deployed to construct the tag 
in this context, with a key length of 512 bits and a tag 
range of 512 bits [16].

Due to a failed tag verification, any forging of 
the message, whether malicious or unintended because 
of transmission errors, will be detected by the 
destination and reported to the source. The MAC 
considers each element of the message to be critically 
important. The root of concern is the shared secret key, 
which is indeed transferred utilizing secure protocol 
called Diffe-Hellman. An arbitrary large prime figure with 
a value of at least 1024 bits is used in the system to 
offer strong security. The whirlpool algorithm, in 
addition, has a reliable overall structure operating on 
messages less than in length that is resistant to the 

traditional threats directed at block-cipher-based 
hashes. The collision resistance of this method is. 
Whirlpool seems to be more robust than most modern 
hashing algorithms, providing for large-scale 
component mapping simultaneous execution. 
Furthermore, it does not necessitate a significant 
quantity of storage space. As a result, it may be 
deployed effectively in various applications despite few 
resources. This could, meanwhile, take advantage of the 
larger memory space afforded on modern CPUs to gain 
even greater speed. Because of the hash's increased 
size, not only would it be more secure towards birthday 
attacks, yet it allows for a larger inner state for 
randomness containment, that is required with certain 
types of pseudo-random number generators [16]. 
Moreover, the construction adopted from PGV hash 
functions for generating the MAC is also collision 
resistant in an extraordinarily powerful way.

VII. Conclusion

The study concludes a secure mechanism 
against COVID-19 by detecting whether the public is 
wearing masks [17]. The study adopts MAC to 
safeguard the personal information of the user against 
any kind of alteration as it ensures transparency, 

e) A Warning Message has been sent
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security, and immutability. The proposed work is not 
only a compelling effort to reduce COVID-19 
transmission through monitoring an individual’s mask 
use but also an implementation protecting the 
individual’s personal information. This research was 
inspired by a study conducted in Bangladesh to raise 
public knowledge about COVID transmission to 
minimize breakouts while also safeguarding personal 
information security. Higher authorities can adapt the 
system to preserve the authenticity of sensitive 
information, and manage security threats of high priority 
information such as the NID of citizens used for 
identification.

a) Future Work
The section on future work presents the findings 

as well as how to improve and extending current project
work, methodologies, or assessments. It is equivocal 
how well it will operate in hardware because it hasn't 
been tried in the real world. A proposed paradigm has 
been recently presented [17] and this is an 
implementation with the local resources where it 
performs impeccably. However, it is yet to be assessed 
with a real-time dataset. Depending on the practical use, 
the system accuracy rate may vary. With key generation 
and a message authentication code method, we 
focused primarily on providing security for file sharing. In 
the future development of this system, maintenance in 
other sectors, such as face mask detection and person 
recognition, might be more precise. There are numerous 
fields in which progress can be made. In the future, the 
accuracy of mask detection and accurately detecting 
the person can be increased. Warnings are sent through 
email to be going on with but for more efficiency, it 
could be more practical to send alerting messages 
through a mobile number SMS system. Dataset diversity 
can enhance a research project. In real-world 
cryptography applications, message authentication is 
crucial. Simulations of the more innovative and valuable 
concepts could be performed and compared to those 
evaluated. This project has more potential in the future.
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